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Welcome to the classroom.cloud help guide for Safeguarding Admins (.5

classroom.cloud helps enhance your school’s safeguarding policy with its dedicated Safeguarding
module.

The module comes in two distinct parts, enabling you to monitor keywords triggered at student
devices, and manage concerns reported by the students.

Using a database of pre-supplied safeguarding keywords and phrases (in a range of languages)
covering a range of topics from self-harm, bullying and racism through to risks of radicalisation and
gambling, classroom.cloud is your eyes and ears, monitoring the school network. The details of
triggered words can be reviewed, with the results (available as a log, screenshot of the screen or a
screen recording, according to severity level) forwarded to a colleague to follow up on, if required.

Eachtime a phrase is triggered, arisk analysis is performed and a risk index score allocated, allowing
safeguarding staff to see which triggered phrases pose the highest risk. An innovative word cloud
highlights trending topics across the school to help you put incidents into a broader context.

The ‘report a concern’ option allows students to report concerns directly and discreetly to nominated
school staff, who can decide on the appropriate remedial actions to be taken and track outcomes.

classroom.cloud also provides students with access to online safeguarding resources and helplines.
Safeguarding staff can also manage the pre-populated list and add any additional local resources
they feel are appropriate.

This document will step you through setting up your classroom.cloud safeguarding environment. It
includes everything from configuring the safeguarding settings for your site(s) to creating groups of
users that can have specific safeguarding settings applied. Once you have set up your environment,
the designated safeguarding staff will be able to monitor and deal with phrases triggered by students
and respond to student concerns.

The classroom.cloud Administrator for your school should have created your account and sent you
an email asking you to complete your registration. All you need to do now is complete your user

profile and sign into the classroom.cloud portal.

Details of how we process and retain your school’s classroom.cloud data, along with our Terms of
Service and Privacy Policy are available on our website.

Terms of Service
Privacy Policy

Data Processing Agreement
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Overview of the Safeguarding Portal

As a Safeguarding Admin, you have full access to the safeguarding settings for your site(s).
E3mn = i

i Dashboard

B sies

Resources - Check these out before you start

= = =
What's New Online Safety Admin Guide Online Safety User Guide
=
= - ® @ =

Pobble Times Tables Rock Stars natterhub National Online Safety Frog

Before introducing you to the menu options on the left of the portal, across the top of the screen
there are some general features:

E Minimises the left-hand menu options.

User Profile button. Allows users to change their profile settings, sign out of the portal and
change their password (where the password has been set in classroom.cloud. The option is
not displayed if the user is signing in with third party credentials such as Google or Microsoft).
The Settings option is used to edit personal details, change the web portal language and the
colour theme. (If using Google or Microsoft sign in credentials, profile pictures will also be
pulled in). An Administrator can enable/disable options in Settings>>User Profiles.

This document only covers the menu options related to safeguarding. For information about the
other Organisation/Site Admin settings, please see the Administrator's Guide.

Dashboard

Specific to the role(s) assigned to each user, the dashboard provides quick access to help guides
and brochures. And, if enabled by an administrator, it will also include links to a selection of useful
safeguarding related third-party websites (Connectors).

Sites

Here, you can manage the safeguarding settings for your sites, such as ensuring students are only
monitored during approved school hours and on designated school networks and what applications
and websites you want to monitor.

classroom.cloud
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Safeguarding

This is where you can view and deal with the triggered phrase matches.

Concerns

This enables you to review and act upon issues that students have reported to the nominated staff
member using the ‘Report a concern’ option installed on each student device. (Currently Windows
and Chrome Students only.)

FAQ
Get answers to some commonly asked questions.

Contact

If you need any additional help with classroom.cloud, please complete our contact form and one
of the team will get straight back to you. In any communications with us, you may be asked for
your classroom.cloud serial number. This can be found at the bottom left of the portal alongside
the product version number.

classroom.cloud
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Safeguarding Roles

classroom.cloud provides two safeguarding roles, allowing the appropriate level of access to be
given to your safeguarding team.

Only users with Organisation Admin or Site Admin roles can create user accounts and assign
safeguarding roles to existing accounts. For further information on how to do this, please refer to

the Administrator’s Guide.

1.

Safeguarding Admin

Provides access to your site(s) safeguarding settings (for both the keyword and phrase monitoring
and report a concern features), the triggered safeguarding phrases and any concerns reported
by students..

Note: The settings that a Safeguarding Admin has access to is dependent on the Classroom
Management role that has been assigned to them:

If they are an Organisation Admin, they will have access to the safeguarding settings for the
organisation and all sites.

If they don’t have a Classroom Management role assigned to them or have a Site Admin,
Technician or Teacher role, they will only have access to the safeguarding settings for the sites
they are members of.

For further information on the Classroom Management roles, please refer to the Administrator’s
Guide.

Safeguarding User

For the site(s) they have access to, Safeguarding users can review triggered keywords and
phrases and respond to concerns students have submitted to them.

classroom.cloud
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Site Settings

Safeguarding Settings

Safeguarding settings can be set for individual sites or the whole organisation (if you have the
required role).

Note: Any settings that are applied for a site will override settings at organisation level. You can
easily see if the organisation settings are currently in use at site level, as the following icon % will
be displayed on the tile. A reset facility allows you to switch back to using the organisation settings.

1. Click Sites and select the required site.
2. Select Settings.
3. Click Safeguarding.

Safeguarding Settings

Manage the safeguarding and phrase list settings for Werrington College

®e A A [
! () LLIN L
General Safeguarding Alerts Phrase and Keyword Settings Phrase and Keyword List Time Settings
Configure the general Settings to configure Phrase and keyword configuration Modify priorities and add custom Configure the dates and times
safeguarding and phrase safequarding email alerts options keywords to the phrase list when phrase monitoring is active
monitoring options for Werrington
College
-~ :
Safeguarding Resources Report a Concern
Configure online support Configure report a concern feature
resources for students
Configure the general safeguarding and phrase monitoring options for Deeping High School
Enable phrase monitoring. ®
Obfuscate images when reviewing keyword triggers »
Help classroom.cloud improve by anonymously sharing user defined keywords, phrases and safeguarding resources »
privacy policy.

Allows you to enable/disable phrase monitoring, obfuscate images and videos when reviewing
keyword triggers (this may be useful if you are concerned about exposing staff to imagery that might
offend) and anonymously share any user-defined keywords, phrases and safeguarding resources
with us.

classroom.cloud




classroom Help Doc

) .cloud

Safeguarding Alerts

Safeguarding email alerts can be created, allowing you to specify users who will be sent an email
each time a phrase is triggered. You can specify which priorities and categories the user will receive
email notifications for. For example, you may only want a user to receive email notifications for
urgent priority levels in the suicide and self-harm categories.

Note: You can only create safeguarding alerts for medium, high and urgent priority levels.

Safeguarding Alerts
Settings to configure safeguarding email alerts
® Add alert Q
Users Status Category Priority Last updated Actions )
Jane Neal Active All categories James Earp, Z &
- - 10 Jun 2021, 10:23 L
- . James Earp, P
Anna Wright Active hd All categories
9 10 Jun 2021, 10:23 =z w

You can use the Search icon to filter the list, as required.

To disable an alert, click the drop-down arrow in the Status column and select Disabled.

Existing alerts can be changed or removed by clicking the Edit # or Delete W icons alongside the
alert in the list.

Note: You can choose which columns are displayed and the order they are displayed in. Click the
Table setting & icon. Drag and drop the columns to your preferred order and click X next to any
columns you don’t want to see (the Users, Priority, Category and Actions columns are locked and
cannot be deleted). Click Save. To add a column back in that has previously been removed, select
the required column from the Add new column drop-down list. To revert to the default layout, click
Reset.

Adding a new alert

1. Select Add alert.
Add alert

Chris Jones (chris@gedu.demo.netsupportsoftware.com) -

Priorit
Urgent (+2 Priorities) b

Bullying -

2. Select the user(s) from the drop-down list, or you can click Select all.
3. Select what priority levels and categories you want the user to receive alerts for.
4. Click Add.

Note: Existing alerts can be disabled from here. Click Disable alert.

classroom.cloud
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Phrase and Keyword Settings
ﬁ General S Apps '@ Websites

General

& General 5= Apps @ websites

@ Adjust the detection sensitivity to include or exclude minor variations when matching phrases.

Please note: lowering the percentage threshold will increase the likelinood of false positives being triggered.

@ screen activity recorded 15 seconds before the phrase is triggered to 15 seconds after. Total length may be longer than 30 seconds if multiple phrases are triggered

Detection sensitivity

When matching keywords, you can adjust the detection sensitivity level to determine how accurately
words must be typed by the student before they are reported. By default, this level is set at 90%,
allowing for minor misspellings to be taken into account when matching.

If the accuracy is set to 100%, this would require the student to type the keyword exactly for it to be
matched. The lower the percentage, the more likely the term (or words similar to the term) will be
flagged as inappropriate and this could result in an excess number of false positives being triggered.

Additional language packs

In addition to the operating system'’s default language, you can choose to monitor a selection of
languages. Select the required language packs from the drop-down list and click Apply.

Sources

Decide what type of text to monitor and report on: text copied to the clipboard, text typed in Teams,
text typed by the user and text in web page titles.

By default, all source types are included in keyword and phrase monitoring. Toggle the options to
turn off.

Note: If you have not linked a Microsoft 365 tenancy to classroom.cloud, the Teams option will be
unavailable.

Recording length

The screen recording length for an urgent priority level can be set here. By default, the recording
length will be set to fifteen seconds (fifteen seconds before and after the phrase has been triggered).
Using the slider, select the required time.

classroom.cloud
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Apps

When monitoring keywords and phrases, there may be applications that you do not want to trigger
a keyword match from, in which case, you can choose to exclude certain applications. Applications
that are monitored can be marked as either low or high risk, allowing you to flag words triggered in
applications that may be considered more of a risk, for example, Chrome.

Note: By default, all applications are defined as low risk. If you add an application to the list and set
it to low risk, the risk index will remain the same.

& General Apps @ websites

v h @add Q

B ehesdyname  ppplicationname  Rs  saws Actions )
o ! TR |
o x -z W
[m} pad  note pad.exe gl Z u
wwwwwwwww Z u
eeeeeeeeeeeeeeeeee -7 ®
O eex  frefxee  Hghrsk Z u
O MicosoftPowePoint ~ powepntexe  Lowrisk Z u
[m] ft Publ bexe  Lowrisk d Z u
o dob k d Z u
o ft k d @z u

A selection of default applications is provided. You can update or remove existing applications by
clicking the Edit (%" or Delete W icons alongside the application in the list.

You can use the Search icon to find applications in the list.

The list can be filtered by status and risk. Click Filters and use the drop-down menus to select which
items you want to display. Click Apply.

Note: You can choose which columns are displayed and the order they are displayed in. Click the

Table setting (& icon. Drag and drop the columns to your preferred order and click X next to any
columns you don’t want to see (the Select all, Application name and Actions columns are locked and
cannot be deleted). Click Save. To add a column back in that has previously been removed, select
the required column from the Add new column drop-down list. To revert to the default layout, click
Reset.

To set whether an application is included or excluded when monitoring phrases, click the drop-down
arrow in the Status column or, to change for multiple applications, select the required applications
in the list and click Change status.

The risk level for an application can be changed by clicking the drop-down arrow in the Risk column
next to the relevant application.

classroom.cloud




classroom

) .cloud

Adding a new application
1. Click Add application.
Add application

chrome.exe

Friendly name
Google Chrome

Monitared -

Risk *
Low risk -

2. Enter the application name (a friendly name can also be added if required).

3. From the Select status drop-down list, select whether the application is to be Monitored or Not
monitored.

4. Select whether the application is to be classed as low or high risk.
5. Click Add.

Websites

There may be websites that you wish to exclude when monitoring keywords and phrases, for example,
if a website is being used as part of a lesson. You can also define the risk level that websites pose
for students: low, medium or high risk.

Note: By default, all websites are defined as low risk. If you add a website to the list and set it to low
risk, the risk index will remain the same.

& General 22 Apps @ websites
N Filters Change status @ Add website Q

= Friendiy name Website Risk status Actions @

YouTube Medium risk ~ Monitored AT |

u

Beat Charit Lowrisk ~ Not monitored ~Z u

y L

[m] Low risk ~ Not monitored -z w

[m] Low risk ~ Not monitored ~Z u

] Instagram High risk ~ Monitored ~Z u

o L

Facebook High risk ~ Monitored ~Z u

]

Google High risk ~ Monitored ~Z u

q L

TikTok Low risk ~ Monitored AT |

.

CPOMS Low risk ~ Monitored ~Z u

[ ]

A selection of pre-defined websites is provided. You can update or remove existing websites by

clicking the Edit [4 or Delete W icons alongside the website in the list.
You can use the Search icon to find websites in the list.

The list can be filtered by status and risk. Click Filters and use the drop-down menus to select which
items you want to display. Click Apply.

classroom.cloud
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Note: You can choose which columns are displayed and the order they are displayed in. Click the
Table setting & icon. Drag and drop the columns to your preferred order and click X next to
any columns you don't want to see (the Select all, Website and Actions columns are locked and
cannot be deleted). Click Save. To add a column back in that has previously been removed, select
the required column from the Add new column drop-down list. To revert to the default layout, click
Reset.

To set whether a website is included or excluded when monitoring phrases, click the drop-down list
in the Status column or, to change for multiple websites, select the required websites in the list and
click Change status.

The risk level for a website can be changed by clicking the drop-down arrow in the Risk column next
to the relevant website.

Adding a website

1. Click Add website.
Add website

www.google.com

Frigndly name
Google

Monitored v

Risk *
Medium risk -

2. Enter the URL for the website (a friendly name can also be added if required).

3. From the Select status drop-down list, select whether the website is to be Monitored or Not
Monitored.

4. From the Risk drop-down list, select whether this a low, medium or high risk website.

5. Click Add.

classroom.cloud
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Phrase and Keyword List

classroom.cloud provides a database of pre-supplied safeguarding keywords and phrases covering
arange of topics from self-harm, bullying and racism through to gambling and risks of radicalisation.
To keep up with current trends, you can add your own user-defined terms to this. Keywords can be
assigned to categories and you can set the priority level depending on how closely you want to
monitor that term. All priority levels will record usage in the classroom.cloud portal (unless the
priority is set to ‘off").

Phrase and Keyword List
Manage keywords and phrases for Werrington College

N Fitters Q Change priority Pre-defined er-define

B e category priorty Description Language ations @

—

0O swesstul suicide @ ~ Indicator that the person is unhappy with their ife or concerned about a situation Defauit =

O  struggling to cope Suicide @ ~ An indicator of depression and anxiety. Default =

suicidal Suicide [Curgen: } ~ Cry for help or a sign of depression. Someone who Is considering suicide. Default T

suicide Suicide @ ~ To take your own life Defauit =

Suicide Game. Suicide @ ~ A sinister genre of online game or challenges. Default =

O  suicideal Suicide @ ~ Misspelling of Suicidal Defauit =

O Tekeyourlife Suicide @ ~ To suggest to someone that they should kill themselves Defauit =

[ Takeyourownlife Suicide @ ~ To suggest to someone that they should kill themselves. Default =z

[0 Teensuiddes Suicide @ ~ Probable reference to the madern cult of online games that many believe promote suicide among young people. Default =

O  TheDutchAct suicide @ ~ A slang term for suicide. Also known as Do the Dutch. Defauit =

O  toendeverything Suicide @ ~ An indicator that the person is considering committing suicide Default =z

O  Tombstoning Suicide @ ~ Highly dangerous online craze where participants film themselves jumping into water from & areat height Defauit =z

O topmyself suicide @ ~ Term used when the person is considering committing suicide. Default =

[ topyourself Suicide [ ign ) ~ To suggest to someone that they should kill themselves Defauit =

Selected 3 of 5482 phrases

By default, the list of pre-defined keywords and phrases is displayed (you can view user-defined
keywords and phrases by clicking User-defined). The category the phrase belongs to will be
displayed, along with the current priority level, a description and the language of the phrase (if you
have selected more than one language pack). The total number of phrases in the database, along
with the number that have been selected are shown at the bottom of the list.

You can use the Search icon to filter the list, as required.

You can choose which columns are displayed and the order they are displayed in. Click the Table

setting £83 icon. Drag and drop the columns to your preferred order and click X nextto any columns
you don’t want to see (the Select all, Phrase and Actions columns are locked and cannot be deleted).
Click Save. To add a column back in that has previously been removed, select the required column
from the Add new column drop-down list. To revert to the default layout, click Reset.

The list can be filtered by language, priority and category. Click Filters and use the drop-down menus
to select which items you want to display. Click Apply.

Keywords and phrases have individual priority levels set that control the actions that take place
when the keyword is triggered.

classroom.cloud
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Priority Action taken

Low Records the triggered keyword in the classroom.cloud portal.

Medium Records the keyword and alerts the safeguarding user that a new keyword
has been raised by displaying a notification icon next to Safeguarding on the
left-hand menu.

High Records the keyword, alerts the safeguarding user and captures a screenshot.
Urgent Records the keyword, alerts the safeguarding user and captures a screenshot
and a video.

Note: Safeguarding alerts can also be created, allowing safeguarding users to be notified of triggered
phrases by email.

The priority for a keyword can be modified. Click the Edit (£ icon in the Actions column for the
phrase, select the new priority from the Priority drop-down list and click Update. To modify multiple
items, select the required phrases and click Change priority.

Note: User-defined phrases can also have the category changed.

Adding new keywords and phrases

classroom.cloud allows you to add your own keywords and phrases that may be relevant to your
school.

Notes:

+ To help us improve our master Keyword and Phrase list, you can share new phrases with us (this
is anonymous). In Settings>>Safeguarding>>General, select the Help classroom.cloud improve
by anonymously sharing user defined keywords and phrases option.

You can't add an existing keyword or phrase.

1. Inthe Phrase and Keyword list, click User-defined.

2. Select Add word or phrase.
Add keyword/phrase

Phrase *
How old ru

Description
Phrase often used by online predators

Grooming -

Priority *

High -

3. Enter the phrase and add a description.
4. Select the category and priority from the drop-down lists.

classroom.cloud
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5. Click Add.
6. The new phrase will be added to the user-defined list.

Notes:
- User-defined phrases can be deleted by clicking the Delete W icon next to the required
phrase.

« Our Data Retention Policy outlines how long we will retain information such as triggered

events. Please visit: htips://classroom.cloud/data-processing-agreement/

We are always happy to receive any comments you may have regarding the phrases included, please
email the safeguarding team at safeguarding@netsupportsoftware.com.

Time Settings
@ School hours Term dates = Networks

Configuring the dates, times and networks when phrase monitoring is active is key to ensuring the
safety and privacy of students.

School hours

Set the times when phrase monitoring is active. Click to enable each day of the week, as required. To
set the start and finish times when monitoring is active, drag the sliders to the required times. When
all settings are applied, click Update.

[ s |
Term dates

Set the dates when teachers will be able to monitor phrases. To set the first date range, click on the
calendar icon and select the required start and finish dates. Click Add date. Repeat the process for
the required number of additional date ranges. When complete, click Update.

Networks

Enter details of the supported school networks by address and/or Wi-Fi name (Windows only). Enter
the IP address(es) and click Add IP address after each one. Similarly, enter each wireless network
name and click Add network name. When complete, click Update.

classroom.cloud
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Safeguarding Resources

A list of safeguarding resources (websites and helplines) can be made available to students to
provide them with the resources needed if they would rather speak to someone outside of the
school. A default list of resources is provided for each region, but you can manage these and add
any additional ones you feel are appropriate.

General
Safeguarding Resources

Configure online support resources for students

&2 General A% Resources

show safeguarding resources .

Display student desktop shortcut m .

Exclude safeguarding resources from keyword monitoring »

United Kingdom -

Show safeguarding resources

Enables the safeguarding resources at the students. Students can access the list of available
resources by clicking the Safeguarding Resources 24 icon in the system tray (Windows) or from the
Student extension (Chrome).

Note: Windows students will also be able to access the safeguarding resources from their Student
icon in the system tray.

Display student desktop shortcut

A shortcut to the safeguarding resources will be created on students’ desktops (Windows students
only).

Exclude safeguarding resources from keyword monitoring

You can exclude the safeguarding resources URLs and anything typed in them from being triggered
in keyword monitoring.

Select region
Select the region from the drop-down list to display the safeguarding resources for your country.

Note: Not all regions will have resources specified and you may need to add these manually.

Resources

A selection of safeguarding resources will be displayed for your chosen region. You can add
additional resources, if required.

classroom.cloud
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Safeguarding Resources oS
Configure online support resources for students

& General 4G Resources

3 Filters @ Add resource Q

Name Website Phone number  Description Category Actions {8}
Addiction NI (Northern o Jadeictonn com 028 00664434 Addiction helpline providing tailormadie treatment programmes for the people of @ -
Ireland) Northern Ireland
Anorexiaand Bulimia Care o abalimiacare org ok 08000 1112 15 FOT O7er 25 years, ABC has provided personal care and support for anyone affected by g Z @
(ABC) anorexia, bulimia, binge eating & all types of eating distress.
Ask Brook i i | health inf it tand ting f 7 s o=
Ask Brook https://www.brook. org.uk/our-services/ask-brook-a-question-24-7 S Brooiis a service Giving sexual healih imormation, support and signposting for 2 Categories v Z W
anyone under 25, anywhere in the UK.
samanios s Jbarnerdos org e 0208 550 azg NAHOMWIde network of support centres providing advice on any aspect of child welfare, - gepE—G Z B
abuse and more.
. The UKs leading charity supporting anyone affected by eating disorders or gifficulties P
Beat https://www.beateatingdisorders org.uk 0345 634 7650 Eal disorders
P g e with food, weight and shape ting @ u
Breathing Space Scotland https:#breathingspace.scot 0800 83 85 87 A free and confidential phone service for anyone in Scotland experiencing low moed, E’: i
depression or anxiety.
Bright Sky is an innovative smartphone app which offers those experiencing domestic
Bright Sky Mobile App https://www.hestia.org/brightsky 0207578 3100 abuse or those concerned about someone they know a range of resources which will Z u
empower them to seek the help they need
Part of Family Lives, the free helpline offers support and advice if you are being P
Bullying UK https://www.bullying.co.uk 0808 800 2222 2 Categories
¥ing P ¥ing subjected to any form of bullying fegories v @ u
C.ALL. Wales (Community it v callhelpline org uk o800 132737 Offers emotional support and informationy iterature on Mental Health and refated 3 Categories v = W
Advice and Listening Line) matters to the people of Wales.

——

-]
You can update or remove existing safeguarding resources by clicking the Edit (4" or Delete @
icons alongside the resource in the list.

You can use the Search icon to find resources in the list.

The list can be filtered by category. Click Filters and use the drop-down menu to select which
categories you want to display. Click Apply.

Note: You can choose which columns are displayed and the order they are displayed in. Click the

Table setting €83 icon. Drag and drop the columns to your preferred order and click X next to any
columns you don’t want to see (the Name and Actions columns are locked and cannot be deleted).
Click Save. To add a column back in that has previously been removed, select the required column
from the Add new column drop-down list. To revert to the default layout, click Reset.

Adding a safeguarding resource
1. Click Add resource.

Add resource
ebsite
www.smaritans.org

Samaritans

elect region *
United Kingdom -
Self harm (+1 category) -

Phone number
08457 909090

Samaritans will listen to you talk about anything that is troubling you, no
matter how large or small the issue “

classroom.cloud
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Enter the website and a name for the resource.

Select the region this applies to from the drop-down list.

Select the categories this resource will be assigned to from the drop-down list.
A phone number and description can also be entered if required.

Click Add.

The safeguarding resource will now appear in the list.

No g wDdN

classroom.cloud
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Report a Concern

Here you can enable/disable the Concerns feature and decide which staff members should be
available for students to report concerns to. Once enabled, the feature will be added to the left
hand menu under the Safeguarding option. As a separate option to the Safeguarding - keyword and
phrase monitoring tool, it means you can split the tasks between different team members.

(3 concem contacts (3 Additional contacts 4G Categories

Show report a concern PY
Display student desktop shortcut [ )

Select the default priority Medium

You can use this feature to rej r share a
difficult for you to share; how
tous

& a concem with a member of staff at the school. We recognise it may be
we will treat you with respect and support you with whatever it s you wish to report

Customise the text that is displayed in the report a concern student dialog

Enter the details of your concem below and include any relevant information. Then, select the member of staff you
wish to share your concem with from the box at the bottom.

[ v |
Note: The report a concern feature is currently only supported on Windows and Chrome Student
devices.

General tab
Show report a concern: Disables/enables the concerns feature.

Display student desktop shortcut (Windows students only): A shortcut to the Report a Concern
page will be added to the student desktops. The option can also be accessed from the system tray.

For Chrome OS students, the classroom.cloud extension will include a Report a Concern button.

Select the default priority: The default for each newly reported concern selected here can be
changed when the nominated staff member reviews an individual concern.

Customise the text that is displayed in the report a concern student dialog: These instructions are
what the student sees when they open the Report a Concern page on their device. The message can
be customised to your own requirements.

When you have finished editing these options, click Update to save.

Concern contacts tab

This page will display the classroom.cloud users who have been assigned an administrator
or safeguarding specific role. Here you select the staff members who students can report their
concerns to. Selected contacts will appear on the Report a Concern page at student devices.
Unless disabled by your classroom.cloud Organisation or Site Administrator, profile photos for the
concern contacts will also be displayed on the student page (currently only supports classroom.
cloud users signing in with Microsoft or Google SSO credentials).

Note: When the report a concern feature is activated, you must ensure you have at least one concern
contact specified for each site to ensure the option is enabled at student devices.

classroom.cloud
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To choose the required users, select each one in the Available contacts list and click the arrow to
move them to Selected contacts. You can also perform the opposite and remove users from the
selected list. Drag and drop can also be used.

The search bar can be employed if the required users are not immediately visible. Simply type part
of the users name.

As well as being able to review the concerns assigned to them using the Concerns menu option,
selected contacts will also receive an email alert each time a student selects them.

Note: As this is a site level task, users signed in as an Organisation Admin will not be able to create
contacts at the organisational level. The option will be greyed out.

Additional contacts tab

Using the same techniques as above, you can select additional users to receive emails when
concerns are submitted. Unlike the main concern contacts, who only receive an email if the concern
has been specifically assigned to them, these users will receive emails for all concerns reported
from within the sites they have access to.

Categories tab (Organisation level only)

When a student concern is in the review process you have the option to select the category that best
fits the nature of the problem. This could be one of the default keyword categories, bullying, self
harm, wellbeing etc, or, you can use this option to add your own custom categories to the list. Ideal
for including a more precise description of the concern.

classroom.cloud
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Integrations

classroom.cloud allows you to authorise access to third-party applications. You can connect to
Microsoft 365 to allow phrase and keyword monitoring of Teams channels and chats, and authorise
access to MYCONCERN or CPOMS, allowing phrase matches to be recorded in these applications.

Notes:

*  You can only allow access to either MYCONCERN or CPOMS. They can't be authorised at the
same time.

+ An Organisation and Site Admin will also have options to integrate with Google and choose to
pull in Microsoft Teams classes. For further information on these features, please refer to our
Organisation Admin or Site Admin user guides.

1. Click Sites and select the required site.
2. Select Settings.

3. Click Integrations.
Integrations

Authorise i ion with third-party

[ | | o
[ e
Microsoft MYCONCERN (POMS

Authorise access to Microsoft Authorise access to MYCONCERN Authorise access to CPOMS

Microsoft

You can connect your Microsoft 365 tenancy to classroom.cloud to allow phrase and keyword
monitoring of Teams channels and chats.

Note: By default, Teams monitoring will be enabled. This can be disabled in Settings>>
Safeguarding>>Phrase and Keyword Settings>> General by toggling the Teams option under
Sources.

Microsoft
Authorise access to Microsoft
@ Safeguarding
@ Add tenanc Y Q
[0  Friendly name Tenancy ID Last updated Status Actions  £83
O Deeping High School 0c5b0214-3963-4133-a65c-ea40f3b87362 21 Jun 2021, 09:42 Active Q E‘f i

Adding a tenancy
1. Click Add tenancy and then click Link.

2. You will be prompted to sign into your Microsoft 365 account. Click Accept to allow the required
permissions.

classroom.cloud
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Add tenancy

0c5b0214-a963-4133-a65c-ea40f3b87362

riendly name
Contoso

Deeping High

3. The default friendly name can be edited, if required.
4. Click Add.

Your linked tenancies will be listed and you can see details of the tenancy. You can update an

existing tenancy by clicking the Edit " icon. To remove a tenancy, click Delete W and then click
Yes. To configure the Teams settings, click the Settings L% icon in the Actions column.

Teams and channels

View Teams settings

Teams and channels 2R Excluded users and groups © View Teams chat settings

Teams and channels being monitored Select all

Q

A

1.Language Arts [l
2. Mathematics [l
3. Science dl,
4. social Studies @

5. Calendar and More

ems perpage: 20 v 00f 10

You can monitor your teams and channels for matching keywords and phrases. Select the required
teams and channels from the list (click ¥ to expand the team and see the individual channels). You
can search for the required teams by typing in the Search bar. To select all teams and channels, click
Select all.

By default, 20 items per page are displayed. You can change this by selecting a different value from
the Items per page drop-down list. Scroll through the pages using the forward and back arrows.
Excluded users and groups

Teams and channels 22 Excluded users and groups © View Teams chat settings

Cara Coleman (CaraC@M365EDU011036.0nMicrosoft.com)

Debra Berger (DebraB@M365EDU011036.0nMicrosoft.com)

Jennifer Bridges (JenniferB@M365EDU011036.0nMicrosoft.com)

Omar Knotts (Omark@M365EDU011036.0nMicrosoft.com)

X X X X X

Samuel Perkins (SamuelP@M365EDU011036.0nMicrosoft.com)

classroom.cloud
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When monitoring teams and channels, there may be users or groups that you don’t want to monitor

within that team or channel. If this is the case, search for the required user/group and select to add
to the list.

View Microsoft Teams chat settings

Teams and channels &R Excluded users and groups © View Teams chat settings

Users and groups being monitored in chats
catch forauser o group

E33
Teams chats can also be monitored for matching keywords and phrases. To select the users to
include when monitoring, search for the required user and select to add them to the list.

Once completed, click Save.

MYCONCERN

You can integrate MYCONCERN with classroom.cloud, to allow safeguarding staff to send details of
triggered phrases to MYCONCERN.

MYCONCERN

Authorise access to MYCONCERN
© safeguarding
Allow safeguarding users to send phrase matches to MYCONGERN [ ]

Establishment code NetSupport

APlsecret o s

Allow safeguarding users to send phrase matches to MYCONCERN

Enable to allow safeguarding staff to send phrases matches to MYCONCERN.
Establishment code

Enter your establishment code.

API secret
Enter the API secret (key).

How to find your establishment code and API secret

1. Within the Admin section of MYCONCERN, go to the API Keys section in the Users menu and
select Edit.

2. From here, you can generate API keys for as many accounts as required. Click Create New. You
must enter a name and description for the new key.

classroom.cloud
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3. The API secret key will be generated. You cannot view this key again once the modal is closed.

4. When the key is created, you can edit the name and description by clicking Edit, deactivate and
reactivate the key and regenerate the key if you misplace it (this will invalidate the previous key).

Note: Before classroom.cloud can integrate with MYCONCERN, the API feature needs to be enabled.
Please email support@oneteamlogic.co.uk and include your establishment code and DfE number to
ask them to turn this on.

CPOMS

You can integrate CPOMS with classroom.cloud, to allow safeguarding staff to send details of
triggered phrases to CPOMS.

(POMS
Authorise access to CPOMS

© safeguarding

Allow safeguarding users to send phrase matches to CPOMS ®

MPKey

URL https://cpomstest cpoms.net

Category ID 149

Allow safeguarding users to send phrase matches to CPOMS
Enable to allow safeguarding staff to send phrases matches to CPOMS.

API Key
Enter the API key for your account.

URL
Enter the URL for CPOMS.

Category ID
Enter the category ID (this is available from your CPOMS account).

Connectors

This setting will only displayed if you have also been assigned the Site Administrator role. classroom.
cloud has selected a range of useful third-party websites to connect your safeguarding teams
with. Simply select the ones you feel would be most beneficial to appear on the safeguarding user
dashboards when they sign in to their classroom.cloud account.

classroom.cloud
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A safeguarding group is a group of users (staff or students) that you want to apply the same
safeguarding settings to (a year group or vulnerable students). For example, you may want Year 6
students to have different safeguarding settings than Year 11 students.

Safeguarding Admins can specify conditions to determine which users will be members of the
group. Safeguarding settings can then be applied to each group.

Adding a safeguarding group
1. Click Sites and select the required site.
2. Select Safeguarding Groups.

3. Click Add safeguarding group and enter a suitable name for the group (there is a 128 character
limit).
e

Year 6 Students

“ [ o~
XNl |
) nobjects ¥ [Z W
° s @ Z W
=3

4. You can now specify which users should be added to the group by adding conditions:
+ Choose whether this group contains objects that match any of the specified conditions or all
of the specified conditions.

«  From the drop-down list, select the condition properties to base the condition on. You can
then choose the required condition filter and enter the condition value.

« To add more than one condition, click +.

5. By default, the safeguarding group will be enabled. To disable, clear the Enable safeguarding
group option.

6. Once you have specified the required condition(s), click Save.

7. The safeguarding group will appear in the list.

You can use the Search icon to filter the list, as required.

Existing safeguarding groups can be changed or removed by clicking the Edit [#" or Delete W icons
alongside the required group in the list.

The number of members (objects) in the group will be displayed. A shield will indicate whether the
group is enabled or not:

classroom.cloud
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° = enabled.
a = disabled.

Safeguarding groups can be sorted by dragging and dropping them into the required order. This will
be the order that the settings are applied. For example, if a user is a member of two groups, they will
inherit the settings from the first group they are a member of. Once the groups have been sorted into
the required order, click Apply.

Click the Settings £ icon to apply a different custom configuration to each individual safeguarding
group.

Safeguarding Groups Settings for Vulnerable Students

Configure safeguarding settings for Vulnerable Students

H ° ) E E
s . w 2 :

General Phrase and Keyword Settings Phrase and Keyword List Time Settings Safeguarding Resources Reporta Concern

Configure the general safeguarding and Phrase and keyword configuration options Modify priorities and add custom keywords Configure the dates and times when phrase Configure online support resources for Configure report a concern feature
phrase monitoring options for Year 12 to the phrase list monitoring is active udents

The safeguarding settings will appear and from here, you can:

Enable or disable phrase monitoring.

+ Configure the keyword and phrase settings, e.g. setting the languages and source types you wish
to monitor, as well as choosing which applications and websites are monitored.

+ Add custom keywords to the phrase list and modify the priorities of existing keywords.
« Configure the dates, times and networks for when phrase monitoring is active.

+ Enable and configure safeguarding resources that are available to students.

« Enable or disable the report a concern feature and add concern contacts.

Notes:

+ Any settings that are applied for a safeguarding group will override settings at site level. You can
easily see if the site’s settings are currently in use for the safeguarding group, as the following
icon E will be displayed on the tile. A reset facility allows you to switch back to using the site
settings.

+ If a user does not match any of the conditions specified in any of the safeguarding groups, the
site level settings will apply.

classroom.cloud
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Now that you have configured your safeguarding settings, you are ready to start dealing with triggered
keywords and reported concerns. Our separate Safeguarding User Guide provides full details on
how to use these features.
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Wehopethis guide has helpedyou getyour classroom.cloud safeguarding environment
up and running, but if you have any questions, please contact us.

Thank you!
The classroom.cloud Team (and friend!)

classroom.cloud
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