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Introduction

NetSupport DNA helps enhance your school’s safeguarding policy by providing a dedicated set of safeguarding 
tools. This guide explains how a Safeguarding Administrator or User can use these features to monitor the school 
network for signs of a student being at risk, the methods available to assess the risk and how to manage concerns 
raised by students who may feel vulnerable. 

Assumptions made
•	 The NetSupport DNA safeguarding components have been enabled and the settings configured for use by your 

NetSupport DNA Administrator.
•	 Your individual NetSupport DNA Console user profile and login credentials have been created and you have 

been assigned the appropriate ‘safeguarding’ access rights. 

If you require more information on these topics, please refer to our online NetSupport DNA User Guide. 

1.	 Click the eSafety icon in the ribbon.

There are three modes available within eSafety:
 
Phrase Monitoring
Report a Concern
Risk Analysis
 
To switch between these modes, click the Phrases, Concerns or Risk Analysis icon in the ribbon.

http://www.netsupportdna.com
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Safeguarding Roles

NetSupport DNA provides two pre-defined safeguarding roles: Safeguarding Administrator, which allows the user 
full access to the eSafety functions; and Safeguarding User, which allows the user to see and manage concerns 
assigned to them and view any phrases that have been triggered.  Access to concerns is restricted to safeguarding 
roles, preventing other Console users from seeing them.

Note:  To access Safeguarding Users dialog, Report a Concern needs to be enabled. This needs to be enabled in the DNA 
settings by your NetSupport DNA Administrator.
 
Creating a Safeguarding User
1.	 Select the eSafety icon drop-down list and select {Safeguarding Users}.

Or
Click the Safeguarding Users icon in the ribbon.

2.	 The Configure Safeguarding Users dialog will appear and any existing users will be listed.
3.	 To add a new user, click Add.
4.	 The Safeguarding User dialog will be displayed.

5.	 Enter the name, email address and description for the user.
6.	 Clicking on the display image allows you to add a photo or picture to be associated with the user.
7.	 Clear the Students can report a concern to this user check box if you do not want students to be able to 

report a concern to the user. The user will only be able to review triggered phrases.
8.	 You can allow a Safeguarding User to be notified of all reported concerns - select Be notified of all concerns, 

not just those reported to this user. This option is not available for Safeguarding Administrators as, by default, 
they see all concerns.

9.	 The user can be sent an email when a monitored phrase is triggered: select Receive email when phrases are 
triggered. By default, emails are sent for high priority and urgent triggered phrases - click Phrase Actions to 
change this. To send a test email to the user, click Send Test Message. 
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Note: The email settings must be configured by your NetSupport DNA Administrator before you can send emails. 
10.	 If you want this user to receive student concerns reported via a website, select Students can report a concern 

to this user via a website. 
Note: The NetSupport DNA Cloud Console must be activated by your NetSupport DNA Administrator to use this 
method.

11.	 The new user needs to be associated with a Console user. Select an existing one from the drop-down list 
or, to create a new one, select Create new Console User. There are two roles to create a Console user from: 
Safeguarding Administrator, which allows the user full access to the eSafety functions; and Safeguarding User, 
which allows the user to see and manage concerns assigned to them and view triggered phrases.
Note: When associating with an existing Console user, their Console role will need to have sufficient eSafety rights 
to view concerns. Otherwise, you will need to create a new Console user.

12.	 If you are creating a new Console user, click Create and enter a password for the user. By default, the Console 
user will be prompted to change this password the first time they log on and be notified of the password 
update by email. Clear these options if they are not required and click OK.

13.	 Include any relevant notes.
14.	 Click OK.

 

http://www.netsupportdna.com
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Concerns

A student who feels vulnerable can report a concern, via the DNA Agent component installed on school devices 
or a web link, to someone trusted at the school. Once a concern is reported and the appropriate member of staff is 
notified, it can then be tracked and an ongoing audit log of any subsequent activities undertaken as a result.

1.	 Click the eSafety icon in the ribbon and select the Concerns icon. The Concerns window will appear.

Note: By default, Report a Concern is disabled. This needs to be enabled in the DNA settings by your NetSupport DNA 
Administrator.

Allow Safeguarding Users to have concerns reported to them
For a student to be able to report a concern to a Safeguarding User, they must have the relevant options enabled in 
the Safeguarding Users dialog.

1.	 Select the eSafety icon drop-down list and select {Safeguarding Users}. 
Or 
Click the Safeguarding Users icon in the ribbon.

2.	 The Configure Safeguarding Users dialog will appear.     
3.	 Click Add if adding a new user, or select the required user and click Edit.
4.	 The Safeguarding User dialog will be displayed.
5.	 Ensure the Students can report a concern to this user check box is selected.
6.	 You can allow a Safeguarding User to be notified of all reported concerns - select Be notified of all concerns, 

not just those reported to this user. This option is not available for Safeguarding Administrators as, by default, 
they see all concerns.

7.	 If you want this user to receive student concerns reported via a website, select Students can report a concern 
to this user via a website. 

8.	 Click OK.
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Enable reporting concerns via a website
During the school day the Report a Concern option, installed on school devices is available to students via the DNA 
Agent component. However, for added flexibility, you can also offer students the same facility for out-of-hours use 
or when they don’t have access to an Agent device via a custom-made Report a Concern button and form that you 
create and embed on a website of your choosing, the school website for example.

Note: To use this method for reporting a concern, the DNA Cloud Console must be enabled by your NetSupport DNA 
Administrator.

Reporting concerns
Student concerns can be reported directly to a selected staff member via the DNA Agent installed on school 
devices or via a website link.  If a student verbally reports a concern to a staff member, they can report the concern 
from within the DNA Console, allowing it to be tracked alongside other concerns. 

Reporting a concern via the DNA Agent
1.	 Right click the NetSupport DNA Agent icon in the taskbar and select {Report a Concern}.

Or
Click the  icon in the taskbar.
Or
Click the Report a Concern desktop icon.
Note: For the desktop icon to be displayed, the Create shortcuts on users’ desktop option in the Report Concern 
settings will need to be enabled by your NetSupport DNA Administrator.

2.	 The Report a Concern dialog will be displayed.

3.	 From here, the student can enter all the information regarding the concern, along with their name.
Notes:
•	 Students are limited to 512 characters when entering their text.
•	 The current logged on user name will be reported when a concern is raised.

4.	 Click Desktop to include a screen shot of the whole desktop or, to include a screen shot of an individual 
window, drag the  icon to the required window.
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5.	 A document can be attached to the concern, allowing any additional information to be included. Click Browse 
to select the required file and click Open.

6.	 A list of staff members to report the concern to will be displayed and the student can choose who to send the 
concern to.

7.	 A link to safeguarding resources can be made available to students, providing them with alternative support 
mechanisms. This option needs to be enabled by your NetSupport DNA Administrator in the Report Concern 
settings.

8.	 Click Report.
9.	 The concern will be reported to the appropriate staff member.

Reporting a concern via a website
1.	 Click the Report a Concern button on the web page.
2.	 The Report a Concern form will be displayed.

3.	 From here, the student can enter all the information regarding the concern, along with their name, email 
address and phone number (if you selected to include these options).

4.	 A list of staff members to report the concern to will be displayed and the student can choose who to send the 
concern to.
Note: Photos associated with your Safeguarding Users cannot currently be displayed.

5.	 Click Report.
6.	 The concern will be reported to the appropriate staff member.

Reporting a concern within the DNA Console
1.	 Click Add Concern in the ribbon.
2.	 The Add a Concern dialog will appear.
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3.	 Enter the information the student provided and assign it to the appropriate safeguarding contact.

Viewing and dealing with concerns
Once a student has raised a concern, a notification icon will be displayed at the top of the eSafety icon and the 
new concern will be displayed in the information window. The staff member who the concern was reported to will 
receive an email advising them that a concern has been raised and to log into the NetSupport DNA Console to 
view it.
 
Note: To send notifications by email, the email settings in the NetSupport DNA Email settings must be configured by 
your NetSupport DNA Administrator and an email address defined for the staff member in the Safeguarding Users 
dialog.

Concerns will be listed by their status (new, in progress, closed or archived). Each concern will be headed with the 
user/student and PC details if known. If the concern was reported via a DNA Agent, the IP address of the device 
used will be listed. Alternatively, it will show website if the student reported the concern using your custom web 
link.

If there is a screen shot attached to a concern, a camera image will be displayed next to it. Clicking this will show 
the image. From here, you can print, save, email and see a history of who has viewed the screen shot. To view an 
individual concern, select the required concern and click View.

Documents containing information relevant to the concern can be added. Select the required concern and click 
Attach document. Select a file and click Open. The file will be added to the concern. To view a document that has 
been attached to a concern, click .
 
Note: Students can also attach supporting documents and screen shots when raising a concern. (Only available when 
reporting the concern using the DNA Agent.)

If concerns are not actioned within a pre-defined period of time, a reminder email will be sent. Reminders can be 
configured in the Report Concern settings.
 
Adding notes to a concern
Notes can be added to a concern to show what progress has been made. These are displayed in chronological 
order. Each note has an image to indicate its type. 

1.	 Select the required concern and click Add note or click .
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2.	 A full history of notes relating to the concern will be displayed. This can be printed or saved to .RTF.
3.	 The student name, tutor group and year of the student that the concern relates to can be added if required.
4.	 Enter your notes in the Add Notes box.
5.	 The state of the concern can be changed by choosing the appropriate option from the drop-down list.
6.	 If the student’s parents have been notified of the issue, you can select the Notified parents option to advise of 

this.
7.	 Click OK.
8.	 Your note will be added to the concern.
 
Concern history
A history of all concerns a student has raised can be viewed. Select a concern for the student you wish to view and 
click History. The Concern History dialog will be displayed, allowing you to see in calendar format all concerns the 
student has raised by day, week or month. Safeguarding Users will only be able to view concerns that have been 
assigned to them unless they are authorised to view all concerns.
 
Reassigning concerns
There may be times when a concern needs to be reassigned to a different Safeguarding User. Select the concern 
to be reassigned and click Re-assign. The Re-assign Concern dialog will appear, showing a list of available 
Safeguarding Users. Select the required user and click Re-assign. Both the existing and new user will be notified of 
the change via email.
 
Note: Only Safeguarding Administrators can reassign concerns.
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Archiving concerns
Once a concern has been dealt with, it can be archived. Archived concerns are still visible for audit purposes but it 
will no longer be possible to add to them.  

1.	 Select the concern to archive and click Archive.
2.	 The Archive Concerns dialog will be displayed.

3.	 You can archive just this concern, all concerns for a user (select the user from the drop-down list) or all 
concerns before a specific date.

4.	 Click Archive.
 
Deleting concerns
There may be occasions where concerns need to be deleted, for example, if they have been reported in error or if 
they are over a certain age. Select the required concern to delete and click Delete. You can delete this concern, all 
concerns for the selected user, all concerns raised before a specific date or all archived concerns.
 
Note: Before concerns can be deleted, a second Safeguarding Administrator will need to authorise this. You will be 
prompted to choose a Safeguarding Administrator from the list and they will need to enter their password. If you only 
have one Safeguarding Administrator, you will need to create another one before you can delete concerns.
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Safeguarding resources
A link to safeguarding resources can be made available to students when they report a concern - from the 
NetSupport DNA Agent menu and also from a desktop icon.  This link will provide the students with details of 
support websites and helplines that they can use if they would rather speak to someone outside of the school.
 
Note: This feature needs to be enabled by your NetSupport DNA Administrator in the Report Concern settings. A 
Safeguarding Resources icon can be displayed on student desktops. Select Create shortcuts on users’ desktops in 
the Report Concern settings. This icon will also be available when the NetSupport DNA Agent is not running.

To add or edit resources
1.	 Select the eSafety icon drop-down menu and select {Safeguarding Resources}.

Or
Click the Safeguarding Resources icon in the ribbon.

2.	 The Safeguarding Resources dialog will appear.

3.	 A list of default resources will be provided. Select the region from the drop-down list to display these for your 
country.

4.	 You can exclude these URLs from being reported in Internet Metering or anything typed in them from being 
matched in Phrase Monitoring. Click Exclude Safeguarding Resources from all keyword and internet 
monitoring.
Note: This is a global setting and will apply to all profiles, even if safeguarding resources is disabled.

5.	 To add a new item, click Add and enter the required details.
6.	 To edit a current item, click on the required field and overtype the information.
7.	 To delete an item, select the required item and click Delete.
8.	 Click OK.

http://www.netsupportdna.com
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Phrase Monitoring

Phrase Monitoring provides insight into and alerts from any activity by a student that might suggest they are 
engaged in activity that would place them at risk. Using a database of pre-supplied safeguarding keywords and 
phrases covering a range of topics from self harm, bullying and racism through to risks of radicalisation, NetSupport 
DNA is your eyes and ears, monitoring the school network. 

1.	 Click the eSafety icon in the ribbon and select the Phrases icon. The Phrase Monitoring window will appear.

Allow Safeguarding Users to receive an email when a phrase is triggered
When a phrase has been triggered, a Safeguarding User can receive an email notification.  The relevant option must 
be enabled in the Safeguarding Users dialog.

Note:  The email settings must be configured by your NetSupport DNA Administrator for emails to be sent.

1.	 Select the eSafety icon drop-down list and select {Safeguarding Users}. 
Or 
Click the Safeguarding Users icon in the ribbon.

2.	 The Configure Safeguarding Users dialog will appear.     
3.	 Click Add if adding a new user, or select the required user and click Edit.
4.	 The Safeguarding User dialog will be displayed.
5.	 Ensure the Receive email when phrases are triggered check box is selected.
6.	 By default, emails are sent for high priority and urgent triggered phrases - click Phrase Actions to change this. 

To send a test email to the user, click Send Test Message.
7.	 Click OK.
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Managing keywords and phrases
NetSupport DNA provides a database of matching words and phrases that may indicate dangerous or 
inappropriate activity. Predefined phrases cannot be edited but, to ensure currently trending topics across the 
school are monitored at the earliest opportunity, you can add your own user defined phrases. Phrase priorities and 
the actions that occur when a phrase is triggered can be adjusted for both predefined and user defined terms.

1.	 Select the eSafety icon drop-down list and select {Manage keywords and phrases}.
Or
Click the Phrase List icon in the Manage section of the ribbon.

2.	 The Phrases dialog will appear.

3.	 A list of pre-defined and user defined keywords and phrases will be listed. The category the phrase belongs 
to will be displayed, along with the current priority level, a description and the language of the phrase (if 
you have selected more than one language file). The total number of phrases in the database, along with the 
number that are active will be listed at the bottom of the window.

4.	 You can filter the data displayed or search for certain keywords by typing in the search boxes at the top of each 
column.

Modify the phrase priority level
All phrases are assigned a priority level and this determines what action is taken when the phrase is triggered. 
All priority levels will record usage in the eSafety information window (unless the priority is set to off). By default, 
medium and above levels will also generate an alert; a high level will additionally take a screen shot at the 
student and send an email notifying users that a phrase has been triggered, and an urgent level will take a screen 
recording at the student who has triggered the phrase.  You can modify the priority level for all phrases in the list.

Note: The category and description can also be changed for user defined phrases.

1.	 Select the phrase in the list, click the drop-down icon next to the priority and select the required priority.
Or
Select the phrase in the list and click Modify.
Note: You can modify multiple phrases this way, by selecting the required phrases in the list. 

2.	 The Modify Phrase dialog will appear.
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3.	 Select the required priority level and click OK.

Customising the actions taken for priority levels
You can customise what actions are taken for each priority.

Note: Different actions can be set for each profile in the Phrase Monitoring settings (this must be done by your 
NetSupport DNA Administrator).

1.	 In the Phrases dialog, click  Actions.
2.	 The Priority Actions dialog will appear.

The available actions are:

The phrase will be reported in the information window (this is on by default for all priority levels).

An alert will be raised.
Note: For an alert to be raised, the ‘eSafety key phrase triggered’ alert must be enabled in Alerting by 
your NetSupport DNA Administrator.

An email will be sent notifying users that a phrase has been triggered. 

A screen shot will be taken.

A screen recording will be taken.

3.	 Select the required actions for each priority and click OK.

http://www.netsupportdna.com


www.netsupportdna.com

Adding new phrases
User defined phrases can be added, allowing you to keep up with current trends across the school.

1.	 In the Phrases dialog, click Add.
2.	 The Add Phrase dialog will appear.

3.	 Enter the keyword or phrase that you wish to monitor and a description for this.
4.	 Choose which category the phrase applies to and set the priority level.

Note: The actions to be taken for each priority will be displayed. Click Change to customise these. 

5.	 Click Add to add the phrase to the user defined list.

Monitoring additional languages
In addition to the default English list, a number of pre-supplied language packs are also included to support 
schools with students learning English as an additional language (EAL). 

1.	 In the Phrases dialog, click the Language files drop-down list and select the required languages from the list.
2.	 Click OK.
3.	 The selected language packs will now appear in the Phrase list.

Importing/exporting keywords and phrases
NetSupport DNA allows you to import and export keywords and phrases to or from a .CSV file.
 
Note: Only user defined keywords can be imported or exported.
 
Exporting phrases
1.	 Select the eSafety icon drop-down list and select {Export}.

Or
Select the Phrase List icon drop-down list and select {Export}.

2.	 The Import/Export Phrases dialog will appear.
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3.	 A list of user defined phrases that are available for export will be displayed.
4.	 Ensure the phrases that you want to export are ticked and click OK.

Note: To select all the listed phrases, click Select all.
5.	 Enter a name and location for the .CSV file.
6.	 Click Save.

Importing phrases
Only .CSV files can be imported. The file must be in the format of phrase name, category, priority and description.

The phrase category and priority must be a numeric value. A list of the values are:

Category Value Priority Value

Drugs 1 Off 0
Bullying 4 Low 1
Grooming 8 Medium 2
Homophobic 32 High 3
Radicalisation 64 Urgent 4
Suicide 128

Eating disorders 256

Adult 512

Self harm 1024

Racism 2048

Other 4096

Gambling 16384

Cybersecurity 32768

Note: Please ensure that the .CSV file is closed before you import. If the file is open, it will not be imported.
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1.	 Select the eSafety icon drop-down list and select {Import}.
Or
Select the Phrase List icon drop-down list and select {Import}.

2.	 Select the .CSV to import and click Open.
3.	 The phrases will be displayed in the Import/Export Phrases dialog.

4.	 From here, you can modify the category, priority and description by clicking in the relevant field.
5.	 Ensure the phrases to be imported are ticked. To select all the listed phrases, click Select all.

Note: If the phrase is already in the database, the state will show as existing. These phrases can still be imported.
6.	 Click OK.

Reviewing and dealing with triggered phrases
In the Tree view, select the level at which you want to view the metering data: company, department, AD 
container, Dynamic Group or individual Agent.

You can view data for a specified period. To switch between different time periods, click the appropriate icon in the 
Filter section of the ribbon. Clicking Advanced allows you to apply a customised date/time filter.  

When a student types a keyword or phrase that is matched in the database, you will be notified in the information 
window and, depending on the priority level, an alert will be raised, an email will be sent notifying users that a 
phrase has been triggered and a screen shot or screen recording will be taken. 
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Note: To view an associated screen shot or screen recording, click the appropriate media icon next to the individual 
Agent record in the detailed list view. You can see if any notes (and, if so, how many notes) are associated with the 
triggered phrase. Click  to view the note(s).

A useful way of targeting specific keywords and phrases (and limiting the amount of data displayed), is only to 
view certain categories, priority levels, risks, statuses and types of source text. To select which categories, priority 
levels and risk index types are displayed, click the Filter icon, clear the check box(es) you don’t want to see data 
for and click OK. To hide data for a status or source type, click the required status or source type to clear the yellow 
shading.  The information window will now only display data for the selected categories, priority levels, risks, 
statuses and source text types.

Note: You can choose not to monitor certain source text types in the Phrase Monitoring settings (this must be done by 
your NetSupport DNA Administrator).

An accuracy level can be set to determine how accurately words must be typed by the student before they are 
flagged as a potential cause for concern. You can customise this level in the Phrase Monitoring settings depending 
on how closely you want words to be matched (this must be done by your NetSupport DNA Administrator).

There may be applications and websites that you do not want to trigger a keyword match from, in which case, you 
can choose to ignore certain applications and websites. Application and URL ignore lists can be created containing 
a list of applications/websites to ignore when monitoring phrases and these can be applied to profiles in the 
Phrase Monitoring settings (this must be done by your NetSupport DNA Administrator).

Review triggered phrases
Full details of the triggered phrase can be viewed, allowing you to decide if further action is required. The phrases 
can be shared from here and if it is deemed to be a false match, marked as a false alarm and it will no longer 
appear in the information window.

1.	 Select the time period you want to review triggered phrases for by clicking the appropriate icon in the Filter 
section of the ribbon.

2.	 Click the Review icon.
3.	 The Review Triggered Phrases dialog will be displayed.

4.	 Scroll through the triggered phrases by using the forward and back arrows.
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Note: To make reviewing phrases even easier, you can use the following keyboard shortcuts:

Ctrl + Right arrow Go forward to the next phrase.
Ctrl + Left arrow Go back to the previous phrase.
Ctrl + End Go to the last phrase.
Ctrl + Home Go to the first phrase.
Ctrl + Down arrow Mark the phrase as a false alarm.
Ctrl + Up arrow Unmark the phrase as a false alarm.

5.	 A Review tab is displayed for all phrases, providing an overview of the phrase, who has triggered it, what has 
been typed to trigger it and the risk index score (along with the factors used to calculate the score, which 
allows you to see if further action needs to be taken).  These details can be copied to the clipboard by clicking 
the Copy icon. Any notes that have been added to the phrase will also be displayed here. 

6.	 Phrases marked as “high” priority will have a Screenshot tab, allowing you to view the screen shot taken 
when the phrase was triggered and those marked as “urgent” priority will also include Video tab, allowing 
you to view a screen recording of the event - playback controls will be displayed, allowing you to watch what 
happened at the Agent when the phrase was triggered. 

7.	 You can print or email a copy of the triggered phrase by clicking the appropriate icon. To see a history of who 
has viewed a screen shot or video recording, click History. The triggered phrase details can be exported to a 
PDF by clicking Export to PDF.
Note: You can specify the default folder the PDF is exported to in the File Location settings and customise the 
PDF with your school branding in the Phrase Monitoring settings (this must be done by your NetSupport DNA 
Administrator).

8.	 Each triggered phrase can have a status of New, In Progress or Complete (by default, all new phrases are 
assigned to New). This allows you to keep track of which phrases are being dealt with and which need 
reviewing. The information area will be highlighted with the status colour code (New = yellow, In Progress = 
blue and Complete = green), allowing you to see at a glance which status is assigned to the phrase. You can 
change the status by clicking the appropriate icon in the Status section of the ribbon. 
Note: When the status has been changed, you can see details of the user who changed it, along with the date and 
time this was done, in the Review tab.

9.	 Notes can be added to the triggered phrase, allowing safeguarding staff to be kept updated with the progress. 
In the Review tab, enter the required note in the Add note field (there is a 512-character limit) and click Add. 
The note will be displayed in the Status section and can’t be edited or deleted. You can choose to view all note 
text, see a preview (two-line summary) of the text or hide the note text in the Status section by clicking the 
appropriate icon in the Note Text section of the ribbon.
Note: If a note is typed before or after False Alarm has been clicked, the note is deemed to be a false alarm.
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10.	 If the triggered phrase is deemed to be a false match, it can be marked as a false alarm and it will no longer 
appear in the main information window. To mark a triggered phrase as a false alarm, click False Alarm. 
Multiple phrase matches can be marked as false and when you click Exit, a dialog will appear asking you to 
confirm these phrases are false matches. If no note was added, you can add a global note here (a drop-down 
list of previous entries will appear, or you can type your own).
Note: Triggered phrases that have been marked as false alarms can still be viewed. In the main information window, 
click the Filter icon in the ribbon and select Show false alarms. When reviewing false alarms in the Review 
Triggered Phrase dialog, you will be able to see any notes that have been added, the Console user that marked it as 
a false alarm and the date and time. To remove the triggered phrase from the false alarm category, you will need to 
change the status to either New, In Progress or Complete and click Exit.

Phrase Cloud
The phrase cloud provides a visual representation of all triggered phrases, highlighting trending topics across 
the school. By clicking on any word in the cloud, you can see details of which students have typed it and the 
application used. 

1.	 Click the Phrase Cloud icon in the ribbon.

The phrase cloud can be viewed in a single colour, or the phrases can be coloured coded according to their priority 
level, allowing you to see at a glance phrases that pose a greater risk. Right click in the phrase cloud, select Colour 
and choose the required option.
 
Viewing usage
1.	 Click on a word in the phrase cloud.

Or
Right click on a word and select View Usage.

2.	 The Phrase Triggered dialog will appear.
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3.	 A list of users who have triggered the phrase, what was typed and where, the status and risk index score will 
be displayed. From here, you can choose to ignore the phrase from now on, so it will no longer appear in the 
phrase cloud or information window. 

4.	 You can change the status for each occurrence of the triggered phrase. Select the required item (you can select 
all occurrences by clicking Select All) and choose the status from the Action drop-down menu. Notes can also 
be added. Enter the required note in the text field and click Set to save.

5.	 A triggered item can be marked as a false alarm by selecting False Alarm from the Action drop-down menu. 
Once you click Set, these instances will not appear in the Phrase Triggered dialog or be reported in the 
information window but are still stored. False alarms can be viewed by clicking the Filter icon in the ribbon 
and selecting Show false alarms.

6.	 To view full details of a triggered phrase and any notes added to it, highlight the required occurrence and click 
View.  
Note: An image of the phrase cloud can be saved. Right click in the phrase cloud and select Save As.
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Technical
Training

Risk Analysis

NetSupport DNA contains a contextual intelligence-based risk index which automatically flags high-risk events and 
vulnerable students. It assesses the context and history of a student’s activities – from the devices used, time of 
day, and websites visited (including previous alerts they may have triggered) – and, from this information, creates 
a numerical risk index score. A high-risk index could result if a student has repeatedly researched a safeguarding 
topic (e.g. suicide) out of hours, in an unmonitored setting such as the library. A lower index rating could result from 
a student searching a lower risk keyword in a local application during school hours that may have been used for 
curriculum topics.

1.	 Click the eSafety icon in the ribbon and select the Phrases icon in the ribbon.
2.	 Click the Group By icon in the ribbon and select Risk from the drop-down list. The Risk Analysis window will 

appear.

Define unsupervised PCs
PCs located in an unmonitored environment, such as the library, may be considered more of a risk than those in the 
classroom. You can specify which PCs across your network are unsupervised and any phrases triggered on them will 
have a higher risk index.

1.	 Select an Agent, department or dynamic group in the PCs Tree view.
2.	 Right click and select PC supervision.
3.	 Click Unsupervised and click OK.
4.	 The PCs will be displayed in the Unsupervised PCs dynamic group in the Tree view.

Marking a student as vulnerable
Marking a student as vulnerable will increase the risk index score for any phrases the student triggers.

1.	 In the Users Tree view, select the required student.
2.	 Right click and select Vulnerable  Student.
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3.	 The student will be marked as vulnerable.

Modify the phrase priority level
The higher the phrase priority the more of a risk it is considered. You can modify the phrase priority if there are 
certain words that you want to have a higher or lower risk index score.

1.	 Select the eSafety icon drop-down list and select {Manage keywords and phrases}.
Or
Click the Phrase List icon in the Manage section of the ribbon.

2.	 The Phrases dialog will appear.
3.	 Select the phrase in the list, click the drop-down icon next to the priority and select the required priority.

Or
Select the phrase in the list and click Modify.
Note: You can modify multiple phrases this way, by selecting the required phrases in the list. 

4.	 The Modify Phrase dialog will appear.

5.	 Select the required priority level and click OK.

At Risk Application and URL lists
At Risk Application and URL lists can be created, allowing you to define applications and websites that may put 
students at more risk. For example, phrase matches in Skype may be considered a higher risk than those triggered 
using Microsoft Word.  These lists need to be created by your NetSupport DNA Administrator in the Risk Analysis 
settings.

Customising the lesson hours
Any phrases triggered out of lesson time will be classed as a higher risk.  The lesson hours can be amended to suit 
your school. This is set in the Console Preferences - General settings and must be done by your NetSupport DNA 
Administrator.
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Reviewing high-risk events
In the Tree view, select the level at which you want to view the metering data: company, department, AD 
container, Dynamic Group or individual Agent.

You can view data for a specified period. To switch between different time periods, click the appropriate icon in the 
Filter section of the ribbon.  Clicking Advanced allows you to apply a customised date/time filter.  
 
Data is displayed according to the risk the triggered phrase poses (low, medium, high and urgent). Listed 
descriptions can be expanded to provide an individual Agent breakdown for each item. 

A useful way of targeting specific keywords and phrases (and limiting the amount of data displayed), is only to 
view certain categories, priority levels, risks, statuses and types of source text. To select which categories, priority 
levels and risk index types are displayed, click the Filter icon, clear the check box(es) you don’t want to see data 
for and click OK. To hide data for a status or source type, click the required status or source type to clear the yellow 
shading.  The information window will now only display data for the selected categories, priority levels, risks, 
statuses and source text types.
 
To view an associated screen shot or screen recording, click the appropriate media icon next to the individual 
Agent record in the detailed list view. You can see if any notes (and, if so, how many notes) are associated with the 
triggered phrase. Click  to view the note(s).

Review triggered phrases
Full details of the triggered phrase can be viewed, allowing you to decide if further action is required. 

1.	 Select the time period you want to review triggered phrases for by clicking the appropriate icon in the Filter 
section of the ribbon.

2.	 Click the Review icon.
3.	 The Review Triggered Phrases dialog will be displayed.
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From here, you can see who triggered the phrase, along with the factors which make up the risk index score, 
allowing you to see if further action is required. You can print, save, email, set the status, export to PDF and add 
notes - plus, if a screen shot or recording is attached, see a history of who has viewed it.
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Technical
Training

Vulnerable students

Safeguarding staff can flag ‘at risk’ students on the system so they can be easily identified and tracked as an extra 
layer of support. A dynamic group is also provided so all vulnerable students across the school can be seen from a 
single view.

Marking a student as vulnerable will increase the risk index score for any phrases the student triggers.

Marking a student as vulnerable
1.	 In the Users Tree view, select the required student.
2.	 Right click and select Vulnerable  Student.

3.	 The student will be marked as vulnerable.

Note: You can also mark a student as vulnerable when editing the user details.

Viewing vulnerable students
You can easily see which students have been marked as vulnerable.

1.	 In the Users Tree view, select the Vulnerable Students dynamic group.
2.	 All vulnerable students will be listed.
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Technical
Training

Cloud Console

In addition to the main Windows Console, NetSupport DNA offers a cloud-based safeguarding Console for use 
when away from the local network, enabling safeguarding users to access data from any device. A smartphone-
optimised user interface allows safeguarding staff to quickly search for a specific student and review any recent 
alerts or concerns.

Note: The Cloud Console will need to be enabled by your NetSupport DNA Administrator.

Browsers supported by the Cloud Console
Google Chrome
Google Chrome on Mac
Internet Explorer 11
Mozilla Firefox
Microsoft Edge
Safari

Running the Cloud Console
1.	 Enter your email address and password at the sign on screen and click Sign In.
2.	 The NetSupport DNA Cloud Console screen will appear.

Notes:
•	 The first time you log in, you will need to enter a PIN to validate your account. This will be emailed to you, if you have 

not received this, please speak to your system administrator.
•	 To log out of the Console, select the Profile icon drop-down menu and click Sign Out.

NetSupport DNA Cloud Console
The Console is the primary interface for accessing the options provided by NetSupport DNA. A convenient Tree 
view enables you to quickly display data for a given PC or User.

When you first log into the Console, a dashboard/summary screen will be displayed, providing an overview of each 
of NetSupport DNA’s main components.
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